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Research and Application of DCS System Log Analysis Method Based on Data Visualization
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Abstract: DCS system is the nerve center of normal operation of
nuclear power plant. The safe and stable operation of DCS system is
of great significance to the safety of nuclear power plants. The DCS
system itself has rich self-diagnosis functions, and a large number of
online and offline logs will be recorded when the system is abnormal.
At present, the analysis method of offline log is relatively simple,
and the log can only be extracted and analyzed manually. This paper
describes a method to improve the efficiency of offline log extraction
and analysis of offline logs, using the API function and file transfer
command of windows to automatically obtain the offline log of DCS
system and collect it to the designated nodes. Python language is used
to analyze the collected offline logs. According to the characteristics
of the DCS system, the information that affects the stable operation of
the DCS system is extracted from the offline logs. The information is
read asynchronously by JSON, and the analysis results are displayed
online in HTML format through Ecarts chart tool, which helps operators
to analyze and judge the health status of DCS system, and provides
theoretical and technical reference for intelligent operation and
maintenance of DCS.
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import win32con

import win32evtlog

import win32evtlogutil #5[ AAPI#Z

def SysLogs (server,logtype, logPath):#7& ) IS2B K £k

log.write("\n%s Log of %s Events\n" % (server,
logtype))

log.write("Created: %s\n\n" % time.ctime())

("
logwrite("\n" + line_break + "\n")
log.write("Event Date/Time: %s\n" % the_time)
log.write("Event ID / Type: %s / %s\n" % (evt_id, evt_
type))

logwrite("Record #%s\n" % record)

log.write("Source: %s\n\n" % source)

log.write(msg)
logwrite("\n\n") #& X H&IERIER, BTS04
if __name__=="__main__" #WEHEL

server = None # None = local machine
logTypes = ["System", "Application", "Security"]
SysLogs (server, logTypes, r'C:\Users\DCS\Desktop')
BITZERE, NETANEAEEZRERAEE
‘R . “NARRET . 27 BMloght X
(localhost_System_log.log) KEXZEARMIC:\Users\DCS\
Desktop B3, SCHFNEINE2FTR,
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[& 1ocalhost _System_log. lugml
1

None Log of System Events
Created: Mon Sep 28 05:55:47 2020

R TS

Event Date/Time: Mon Sep 28 05:39:23 2020

8 Event ID / Type: 7036 / EVENTLOG_INFORMATION TYEE
S Record #11031

10 Source: Service Control Manager

12 Software Protection FREMT EZEET .

17 Event Date/Time: Mon Sep 28 05:39:23 2020

18 Event ID / Type: 7036 / EVENTLOG INFORMATION TYPE
13 Record #11030

20 Source: Service Control Manager

Microso ft .NET Framework NGEN v4.0.30319_X64 FRE&4bT &1k fids.
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import os #5 | ABRIER G EH I

os.system("xcopy /k /y D:\\HOLLiAS_MACS\\Log D:\\
log")

BT LR dnS, BRI B S D \HOLLIAS_MACS\
Log H & FHISCHF#E IUZEAMD: \log
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open 128.0.0.65 P IR S TPHIE
administrator *IZEvi 5 IR SR A P 44
abc I I B SR Y

cd /MacsRTS/log * ] H S SR H 5%
get THREAD_TCP_LOG log * N & H &1

bye “RHFTP
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os.system("FTP-s:log.bat")
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Realtek...Family
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(3) fEMwhile, forfEMEMSLIMLL (1) FHIDSIEH
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(4) Wi PEs R TEer,
SRS FED -
with open(file,encoding="utf-8") as fileobject:

3 [4202

lines = fileobject.readlines()
i=0

while i< n:

for line in lines:
if seri["fault"][i] in line.strip() and (sysid[i] in
line.strip()):
seri['num"|[i] += 1

i+=1
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