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Research on Network Security Emergency Disposal of Power Plant
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Abstract: In the new period , new cyber attack methods continue to
appear, which inevitably requires the protection system to constantly
updated and strengthened. Electric power system is the first to follow
network information security. After more than 10 years of security
protection construction of power control system, a security system
of power supervisory system with security zoning, private network,
horizontal isolation and vertical certification has been preliminarily
established. However, with the gradual improvement of the information
security protection system of the power supervisory system, there
are still great deficiencies in ability of the information security crisis
emergency response of the power supervisory system, which are
embodied in the imperfect emergency mechanism, the lack of
emergency support, the lack of emergency drill, the lack of experience
in accident disposal and so on. The research on the standardization
of information security emergency management system of power
supervisory system will help to further promote the application in
various power plants, share the experience of emergency disposal, and
further improve the level of emergency management in the field of
electric industrial control system.

Key words: Power system; Industrial control system; Emergency
response
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