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Obfuscation Analysis of IOS Code based on Improved PCA Algorithm
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Abstract: To address the issue of inaccurate code analysis results are not
accurate enough due to the differences between programming languages
in various operating systems, this paper analyzes the obfuscated codes
of applications in the IOS system by combining the PCA algorithm.
The obfuscation methods include control flow confusion, data
confusion, and opaque predicate confusion, among others. In this
paper, the existing PCA code confusion analysis is improved in the data
preprocessing stage according to the actual development scenario.
Experimental verification of the KMO value of the improved PCA
algorithm after the preprocessing proves that the enhanced data is more
appropriate for principal component analysis and more representative.
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